3GPP TSG-SA3 Meeting #111 
S3-233141
Berlin, Germany, 22 - 26 May 2023
Source:
Apple
Title:
SERP status summary
Document for:
Discussion
Agenda Item:
4.9.12
1
Decision/action requested

This contribution provides the summary of the SERP status.
2
Discussion
2.1 Background

The SERP WID was agreed in S3-221185 in SA3#107-e, which is the security enhancement for protecting RRCResumeRequest messages, following the conclusion on the solution#17 in TR 33.809. The objectives include: 
· Specify the enhancement on the source and target gNB/ng-eNB

· Specify the enhancement on the UE to support the new RRCResumeRequest MAC-I
· Specify the enhancement on the Xn interfaces between gNBs/ng-eNBs. 

The conclusion on solution#17 (S3-221072) is quoted below: 

“It is concluded that solution #17 is taken as the basis of normative work for the protection of RRCResumeRequest message.” 
2.2 Feature Description
Solution#17 is to enhance the RRCResumeRequest message by adding the whole RRCResumeRequest into the input of the calculation of ResumeMAC-I. 

Originally, the MESSAGE input for calculating RRCResumeMAC-I are: source PCI, target Cell-ID, source C-RNTI.
With the enhancement of the feature, the MESSAGE input for calculating RRCResumeMAC-I will be: source PCI, target Cell-ID, source C-RNTI, all IEs from RRCResumeRequest message.
2.3 Benefit of the feature 

1. With this enhancement, Every IE included in RRCResumeRequest message can be protected. 
RRCResumeRequest include IEs: 

[image: image1.png]RRCResumeRequest-IEs ::= SEQUENCE {

resumeIdentity ShortI-RNTI-Value,
resumeMAC-I BIT STRING (SIZE (16)),
resumeCause ResumeCause,

spare BIT STRING (SIZE (1))




The resumeCause in RRCResumeRequest message was defined as 12 different enumerated values: 

“emergency, highPriorityAccess, mt-Access, mo-Signalling,
mo-Data, mo-VoiceCall, mo-VideoCall, mo-SMS, rna-Update, mps-PriorityAccess, mcs-PriorityAccess, spare1, spare2, spare3, spare4, spare5” 
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Tempering on the resumeCause could de-prioritize the UE’s resume procedure and lead to downgrade the service that the UE is supposed to get. For example, when gNB is in congestion status, UE sending RRCResumeRequest with resumeCause originally set to “highPriorityAccess” can only wait if the resumeCause is modified to, e.g “mo-SMS”. NOTE: which resumeCause could get the prioritized resource depends on gNB implementation. 

2. With this enhancement, the network can detect any tempering on the RRCResumeRequest message by verifying the new RRCResumeMAC-I. The security principle is that, any modified messages should not be allowed to get passed. With the failure verification, network can collect sufficient statistics on the amount of failure cases in different network areas, which will be helpful for the operator network enhancement. 
2.3 Options on the table

Even though it is clarified in the conclusion that the WID is based on solution#17, but there are diverse approaches on the CRs. There are 2 different options on the table: 
Option#1: Enhancement only on RRCResumeRequest message
The related documents are: CR S3-233023, CR S3-232797, CR S3-232812

Option#2: Enhancement on both RRCResumeRequest and RRCRelease/RRCResume/RRCReject messages

The related documents are: S3-233036, CR S3-233037

The main differences between the 2 options are shown in below the figure: 
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It has been discussed for a long time that whether the enhancement on RRCReject message (i.e. include the resumecause in the RRCReject message) is necessary or feasible. This is the major contentious issue. 
2.3 Way forward

It is proposed that SA3 should make a decision on Option#1 and Option#2 to move forward. 
